General Information about Rental and Internet Scams

Please be aware of the following scam: The fraudster will contact you (usually by email) stating that they want to rent your apartment, room, etc. They will tell you that they will send you a check -or- cashier's check over the amount you are requesting and ask that you send them back the overage. (One of the reasons they use is that they need the money to get to the U.S.). 

This is a scam! The victim will cash the check and wire the overage to them. The counterfeit check will then be returned to the victim and the victim is liable to their bank for the full amount of the check. You would not only be out the money you sent to them; but you would be responsible for the bad check. 
Other sources of information about internet scams:

Rental Scams: http://rentalscams.org/ 
Craig’s List: http://www.craigslist.org/about/scams 

FBI: http://www.fbi.gov/majcases/fraud/internetschemes.htm 



Who should I notify about fraud or scam attempts?

New! FTC Video: How to report scams to the FTC 

FTC toll free hotline: 877-FTC-HELP (877-382-4357) 

FTC online complaint form 

Canadian PhoneBusters hotline: 888-495-8501 

Competition Bureau Canada: 800-348-5358 

Internet Fraud Complaint Center 

Software Piracy (http://www.siia.net/piracy/report.asp) 

Non-emergency number for your local police department. 

